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DU AN XAY DUNG TIEU CHUAN QUOC GIA

1. Tén tiéu chuén
- Tiéng Viét: TCVN XXXX-8:2024 (ISO/IEC  29192-8:2022),
An toan thong tin - Mat ma hang nhe - Phan 8: M3 hda cé x4c thuc.

- Tiéng Anh: TCVN XXXX-8:2024 (ISO/IEC  29192-8:2022),
Information security - Lightweight cryptography - Part 8: Authenticated
encryption.

- Ky hiéu tiéu chuan: TCVN XXXX-8:2024 (ISO/IEC 29192-8:2022).

Ghi chu: S6 tiéu chuan s& dugc thay doi sau khi c6 quyét dinh cong bd cia Bo
Khoa hoc va Céng nghé.

2. Pham vi 4p dung ctia tiéu chuén

Tiéu chuan nay quy dinh ma héa c6 xac thuc phu hop dé trién khai tr ong
cac moi tru(mg bi han ché. D liéu duge truyén tir bén nay sang bén khéc
thuong dé bi tin cong trude cac cudc tan cong khac nhau nhu nghe 1én hodc cac
thay dbi doc hai. Tuong ty, dit liu & trang thai nghi thuong cin duoc bao V€.

Céc co ché ma héa nhu dugc chi dinh trong bo tiéu chuan ISO/IEC 18033
va ISO/IEC 10116 cung cdp céc giai phép chong nghe Ién. Bao vé tinh toan ven
thuong duoc dam bao bing thuit todn ma xac thuc thongj bao (MAC), ching han
nhu thuat toan duoc xiéc dinh trong bo tidu chuan ISO/IEC 9797. Ngoai ra,
ISO/IEC 19772 md td mdt s6 co ché ma hoa duoe xéac thuc, nghia la cac co ché
két hop hiéu qua cac hoat dong ma héa va MAC.

Tuy nhién, mét sé Ung dung bao gdm thé nhan dang tin s vo tuyén
(RFID), thé théng minh, pin an toan, hé théng cham séc stc khoe va mang cam
bién, gdp phai mot s6 han ché. Dién tich chip, mtrc tiéu thu nang lugng, thoi
gian thuc hién, ma chuong trinh, kich thudéc RAM va bang thong giao tiép
thuong rat quan trong dbi véi cac Gng dung duoc liét ké & trén. Bo tiéu chuin
ISO/IEC 29192 chi dinh mat ma hang nhe phu hop véi nhitng moi trudng han
ché nay. ISO/IEC 29192-2 va ISO/IEC 29192-3 1in luot xéc dmh mat ma khdi
hang nhe¢ va mat ma dong Ca hai c6 thé duoc st dung dé cung cép tinh bao mat.
Lién quan dén bao vé chd Ong thay ddi, céc thuat toon MAC hang nhe duoc dinh
nghia trong ISO/IEC 29192-6.

Trong ti€u chuén nay, cac co ché ma hoa duoc xac thuc hang nhe duoc xéac
dinh. Tuong tu nhu ISO/IEC 19772, c4c co ché nay cung cip tinh bao mat, tinh
toan ven va xdc thuc ngudn gbc dir lidu thy chon. Céac co ché nay khac véi
nhimng gi dugc chi dinh trong tiéu chudn néu trén, & chd cic co ché nay duogc
thiét ké dic biét cho cdc moi trudng han ché.



2

Tiéu chudn nay chi dinh mdt phuong phap duy nhét. Trong tuong lai, cac
phuong phap khac ¢ thé duoc thém vao tiéu chuén nay, bao gbm cac phuong
phép mé hoa dugc xéc thuc hang nhe voi dif lidu bo sung (AEAD), dya trén mat
ma khoi hodc mat ma dong.

3. T chire dé nghi

_Tén té chire: Cuc Quén Iy mat ma dén sy va Kidm dinh san phAm mat ma.

_ Dia chi: sé 23 Nguy Nhu Kon Tum, Nhan Chinh, Thanh Xuan, Ha Noi.

- Pién thoai: 02432323313 E-mail: info@nacis.gov.vi

- Tén co quan cht quéan: Ban Co yéu Chinh phu.
4. Tinh hinh ddi twong tiéu chuén trong nuéc va ngoai nuwoc
a) Trong nudc

Trong nhiing nam qua, Iinh vuc CNTT cua Viét Nam da c6 nhitng budc
phat trién vugt bac, dong g6p khong nho vao qua trinh x4y dung va phat trién
d4t nuée. CNTT da duoc Gmg dung rong rdi trong toan xa hoi, dac biét 1a dugce
tmg dung rong khip trong cac hé thong quan trong nhu vién thér}g_, dién luc, t&‘}i
chinh, ngn hang,... Su phét trién manh mé cua CNTT dé thuc day qué trinh ket
ndi gifta cac hé thong thong tin cua mol quoc gia va gifta cdc quoc gia v6i nhau
mot cach nhanh chong, dem lai rt nhiéu loi ich vé moi mit cua doi song.

bang va Nha nude ta di va dang thyc hién manh me chu truong Umg dung
CNTT nhim cai cach hanh chinh, hién dai héa co quan chinh pht, xay dung mot
Chinh phu hiéu luc, hiéu qua hon, thuc su cua dan, dou dan va vj dan, nang cao
ning lyc canh tranh, tao moi truong thuan 101 Phét triénrkjnh té - x4 hoi. biéu
nay dugc thé hi¢n ro trong chién lugc phat trién kinh t& - x& hoi, cac chuong
trinh vé cal céchwhénh chinh cta dit nude. Cu thé hoa chu truong, duong 101 cua
Déng veé phat trién ing dung CNTT, Quoc hoi, Chinh phu, Thu tudng Chinh phu
4% ban hanh nhiéu van ban quy pham phap luat, ké hoach, chuong trinh Gng
dung CNTT trong cac co quan nha nudc hét stc cu thé, thiét thuc, nhu: Luat
Cong nghé thong tin; Luat giao dich dién tir; Luat an ninh mang; Ludt an toan
thdng tin mang; Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 ctia Chinh phu vé
ang dung CNTT trong hoat dong cua co quan nha nudc; Nghi dinh s6
64/2007/ND-CP ngay 10/4/2007 cta Chinh phti vé tmg dung CNTT trong hoat
dong cua co quan nha nuaoc; Quyet dinh s6 749/QD-TTg ngay 3/6/2020 ve viéc
Phé duyét “Chuong trinh chuyén d6i s6 Qudc gia dén nam 2025, dinh huéng
nam 2030” va ng{ét dinh so 942/QD-TTg ngay 15/6/2021 vé viéc Phé duyét
Chién lugc phat trién Chinh phu dién tu hudng téi Chinh phu so giai doan 2021-
2025, dinh huéng nam 2030; Nghi dinh s6 42/2022/ND-CP ngay 24/6/2022 cua
Chinh phu quy dinh vé viéc cung cép thong tin va dich vu cong truc tuyén cua co
quan nha nude trén moi truong mang.

Gén lién \{éi su phat tl:ién cua CNTT, viéc dam bao an to:éln an toan thong
tin 1a mdt yéu cau khong the thiéu. D& bao dam tinh théng nhat trong cong tac
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quén ly chat lugng céc thiét bi, phuong phép, céc giai phap bao mat dam bao an
toan théng tin thi viée xdy dung mot hé théng tidu chudn, quy chuén ky thuat
quoc gia 1a hét stc cin thiét. M6t s6 quée gia phat trién nhu Hoa Ky, Canada,
A‘nh, Phép, Duc, Nhat Ban,. .. d3 xay dung duoc cho ho mot hé thfmg tiéu chuan
v€ an toan thong tin va mat ma kha day du. O nudc ta céc tidu chuén vé bao mat,
an toan thong tin van ¢on chua duge ddy du.

Hién nay, trong linh vuc mat ma dan su, Ban Co yéu Chinh phu da xay
dung va dé xuit B6 Khoa hoc va Cong ngh¢ cong bb dugc 61 tiéu chuan qude
gia bao gdm:

(TT Ky hiéu Tén tiéu chuén Coquan |
b de xuat
I | TCVN 7635:2007 Cong nghé thong tin — K§ thudt| Ban Co yéu
mat ma — Chir ky s6 Chinh phua

2 | TCVN 7816:2007 Cdng nghé théng tin — Ky thuat mat | Ban Co yéu
ma thuit toan mgi d liéu AES| Chinh phu
(Phién ban méi nhat TCVN 11367-

3:2016) .
3 | TCVN 7817-1:2007 Cong ngh¢ thong tin — K¥ thudt | Ban Co yéu
mat md quan ly khéa — Phan 1:| Chinh phu

Khung téng quat (Phién ban méi
nhat ISO/IEC 11770-1:2010)

4 | TCVN7817-2:2007 | Cong nghé théng tin — K§ thuat mat | Ban Co yéu
ma qudn ly khéa — Phan 2: Co ché| Chinh phu
sir dung ky thuat déi xing (Phién
ban méi nhat ISO/IEC 11770-
2:2018) o
5 | TCVN 7817-3:2007 Cong nghé théng tin — Ky thudt | Ban Co yéu
mat md quan ly khéa — Phan 3:| Chinh pht
Céc co ché su dung k¥ thuat
khéng dbi xtmg (Phién ban méi
nhat ISO/IEC 11770-3:2021) ’
6 | TCVN 7817-4:2007 Coéng nghé théng tin — Ky thuat| Ban Co yéu
mét ma quan ly khoa — Phan 4: Co | Chinh phu
ché dya trén bi mat yéu (Phién
ban méi nhat ISO/EC 11770-

4:2017)
7 | TCVN 7818-1:2007 Cong nghé thong tin — K¥ thuat | Ban Co yéu
mat ma dich vu tem thoi gian —| Chinh phu

Phan 1: Khung tong quat ’
8 | TCVN 7818-2:2007 Cong nghé thong tin — K§ thuat | Ban Co yéu
mat md dich vu tem thoi gian —|  Chinh phu
Phén 2: Co ché token doc lap :
9 | TCVN 7818-3:2007 Cong nghé thoéng tin — K¥ thuat| Ban Co yeu |
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A mét ma dich yu tem thoi gian — Chinh phu
Phan 3: Co ché tao thé lién két
10 [TCVN 112952016 | Cong nghé théng tin — Céc k§| BanCo yéu
thuat an toan — Yéu ciu an toan | Chinh phu
cho mo-dun mat ma
11 [TCYN11367-12016 | Cong nghé théng tin — Céc ky| BanCo yéu
thuét an toan — Thuét toan méat ma Chinh phu
_ Phin 1: Téng quan (Phién ban
3 | mé&i nhét ISO/IEC 18033-1:2021)
12 | TCVN 11367-2:2016 | Cong nghé thong tin — Céc k¥ thuat Ban Co yéu
an toan — Thudt toan mat ma — Phan| Chinh phu
. 2: Mat ma phi doi xing
13 | TCYN 11367-3:2016 | Cong nghé théng tin — Céc ky| BanCo yéu
thuat an toan — Thuét todn mat ma Chinh phu
— Phén 3: M khoi
14 | TCVN 11367-4:2016 | Cong nghé¢ théng tin — Cac ky| Ban Co yéu
thuét an toan — Thudt todn mat ma Chinh phu
it — Phan 4: M4 dong
15 | TCYN 11816-1:2017 | Cong nghé thong tin — Céc ky | Ban Co yéu
thuét an toan — Ham bim — Phan | Chinh pht
1: Tong quan
16 | TCYN 1181622017 | Cong nghé thong tin — Céc ky thudt | Ban Co yéu
an toan — Ham bam — Phan 2: Ham |  Chinh phu
bam st dung ma khéi n-bit.
17 | TCYN11816-3:2017 | Céng nghé thong tin — Céac ky | Ban Co yéu
thuat an toan — Ham bam — Phan | Chinh phu
: 3: Ham bam chuyén dung
18 | TCYN 11816-4:2017 | Cong nghé théng tin — Cac ky | Ban Co yéu
: thuét an toan — Ham bam — Phan| Chinh pht
4: Ham bam st dung s6 hoc dong :
du
19 | TCVN 11817-1:2017 | Céng nghé thong tin — Cac ky | BanCo yéu
thuat an toan — Xéc thuc thuc thé | Chinh phu
| — Phén 1: Tong quan
50 TTCVN 11817-2:2017 | Cong nghé thong tin — Cac ky | Ban Co yeu
thuat an toan — Xac thuc thuc thé | Chinh phu
— Phan 2: Co ché st dung thuat
o . toan ma hoa dbi xtmg ]
21 | TCVN 11817-3:2017 | Cong nghe thong tin — Cac ky | Ban Coyéu
thudt an toan — Xéc thuc thyc thé | Chinh pht
— Phin 1; Co ché stir dung k¥ thuat
o _ chit ky s6
32 | TCVN 12214-1:2018 | Céng nghé théng tin - Cac ky | BanCo yéu
I thuat an toan - Chir ky s6 kém phu | Chinh phu
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luc - Phén 1: Tdng quan = 1

23 | TCVN 12214-2:2018 | Céng nghé théng tin - Cac ky | Ban Co yéu
thudt an toan - Chit ky s6 kém phu | Chinh phua
luc - Phan 2: Cac co ché dua trén
phén tich s6 nguyén

24 | TCVN 12214-3:2018 | Coéng nghé thong tin - Cac k§ | Ban Co yéu
thudt an toan - Chit ky s6 kém phu | Chinh phu
luc - Phén 3: Cac co ché dua trén
logarit roi rac

25 | TCVN 11367-5:2018 | Céng nghé théng tin - Cic ky | Ban Co yéu
thuét an toan - Thuat todn m4t ma | Chinh phu
- Phan 5: M4t ma dua trén dinh

b danh

26 | TCVN 12211:2018 Cong nghé théng tin - Cac k§ | Ban Co yéu
thuét an toan - Yéu cau kiém thir| Chinh phu
cho m6 dun mat ma ) _

27 | TCVN 12212:2018 Cong nghé thong tin - Cac ky | BanCo yéu
thudt an toan - Phuong phép kiém | Chinh phtr
thtr giam thiéu cac 16p tén cong
khong x4m lan chéng lai cac mé
dun mat ma |

28 | TCVN 12213:2018 Cong nghé thong tin - Cac kyj| Ban Coyéu
thuét an toan - Ché do hoat dong | Chinh phu
cho mi khdi n-bit |

29 | TCVN 12852-1:2020 | Céng nghé théng tin — K§ thuat an | Ban Co yéu
toan — Ky thudt mat ma dua trén | Chinh phu
duong cong elliptic — Phan 1:

Tong quan

30 | TCVN 12852-5:2020 | Cong nghé théng tin — K§ thust an | Ban Co yéu
toan — Ky thudt mat ma dua trén | Chinh pha
duodng cong elliptic — Phan 5: Céc
k¥ thuat tao duong cong elliptic

31 | TCVN 12853:2020 Cong nghé thong tin — K¥ thuét an | Ban Co yéu
toan — B6 tao bit ngau nhién Chinh phu

32 | TCVN 12855-2:2020 | Cong nghé thong tin — K§ thudt an | Ban Co yéu
toan — Lugc db chit ky sb ¢6 khoi |  Chinh phi
phuc théng diép — Phan 2: Cac co
ché dua trén phan tich sb nguyén

33 | TCVN 12855-3:2020 | Cong ngh¢ théng tin — K§ thudt an | Ban Co yéu
toan — Lugc dd chit ky 56 ¢6 khoi | Chinh phu
phuc thong diép — Phan 3: Céc co
ché dua trén bai toan Logarit roi
rac

34 | TCVN 12854-1:2020 | Cong nghé thong tin — Ky thuat | Ban Co yéu
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- n foin — MAt ma hang nhe -| Chinh phu |
Phan 1: Téng quan :
35 | TCVN 12854-2:2020 | Cong nghé théng tin — K¥ thut an Ban Co yéu
todn — Mat ma hang nhe - Phan 2: |  Chinh phu
Ma khéi ,
36 | TCVN 12854-3:2020 | Cong nghé thong tin — K¥ thuat an | Ban Coyéu
toan — M4t ma hang nhe - Phéan 3:| Chinh phu
Mai dong ]
37 | TCVN 12854-4:2020 | Cong nghé thong tin — K¥ thuat an | Ban Coyéu
toan — Mat ma hang nhe - Phén 4:| Chinh pht
Co ché st dung ky thuat phi d6i
xung
38 | TCVN 11817-4:2020 | Cong ngheé thong tin — K thudt an | Ban Co yéu
toan — Xac thuc thuc thé - Phan 4: | Chinh phu
Co ché str dung ham kiém tra mat
8 ma
39 | TCVN 11817-5:22020 | Cong nghé thong tin — K§ thuat an | Ban Co yéu
todn — Xac thuc thuc thé - Phan 5:|  Chinh phu
Co ché st dung k¥ thuat tri thirc
khdng
40 | TCVN 11817-6:2020 | Cong ngh¢ thong tin — Ky thuat an | Ban Co yéu
toan — Xac thuc thuc thé - Phan 6: | Chinh phu
Co ché sir dung truyén dit liéu thi
S cong
41 | TCVN 13175:2020 Céng nghé thong tin — Cac ky| BanCo yéu
thuat an toan — M3 hoa ky Chinh phu |
47 | TCVN 12854-5:2020 | Cong nghé thong tin — K¥ thuat an | Ban Co yéu
t0an — Mat ma hang nhe — Phén 5: | Chinh phu
Céc ham bam
43 | TCVN 13176:2020 Cong nghé thong tin — Ky thuat an | Ban Co yéu
toan — B0 tao s6 nguyén t6 Chinh phu
44 | TCVN 13177:2020 Cong nghé thong tin — K¥ thuat an | Ban Co yéu
toan — Céc thuat toan mét ma va Chinh phu
kiém thtr phu hop céac co ché an
toan
45 | TCVN 7817-5:2020 | Cong nghé thong tin — Ky thuat an Ban Co yéu
toan — Quan ly khoa - Phan 5:| Chinh phu
Nhom quan 1y khoa
46 | TCYN 13178-1:2020 | Cong nghé thong tin — Ky thuat an Ban Co yéu
todn — Xac thuc thuc thé an danh |  Chinh phu
- Phin 1: Tong quan
47 | TCVN 13178-2:2020 | Cong nghé thong tin — K thuat an Ban Co yéu

toan — Xac thuc thuc thé 4n danh
- Phin 2: Céc co ché dya trén chit

Chinh phu
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1

ky sir dung mot nhém khoa cong
khai

48

TCVN 13178-4: 2020

Cong nghé thong tin — Ky thuat an
toan — Xdc thyc thuc thé 4n danh
- Phan 4: Cac co ché dua trén bi
mét yéu

Ban Co yéu
Chinh phu

49 | TCVN11367-6:2022 | Cong nghé thdng tin — Cac k¥ | Ban Co yéu
thudt an toan — Thuét toan mat ma | Chinh phu
— Phan 6: M4 héa dong ciu N

50 | TCVN 13460-1:2022 | Cong nghé thong tin — Cac ky | Ban Co yéu
thuat an toan — Chir ky sé mu —| Chinh phu
Phén 1: Tong quan

51 | TCVN 13460-2:2022 Cong nghé thong tin — Céc k§ | Ban Coyéu
thuat an toan — Chi ky s6 mu —| Chinh phu
Phin 2: Cic co ché dua trén
logarit roi rac _

52 | TCVN 13461-1: 2022 Coéng nghé thong tin — Cac k§ | Ban Coyéu
thuét an toan — Chit ky s an danh | Chinh phu
— Phén 1; Tong y quan

53 | TCVN 13461-2: 2022 Cong nghé théng tin — Cac ky | Ban Co yéu
thuét an toan — Chir ky s6 4n danh | Chinh phu
— Phén 2: Céc co ché su dung mat
khéa céng khai nhom

54 | TCVN 13462-1:2022 Céng nghé thong tin — Céc k¥ | Ban Co yéu

- thudt an toan — Chia sé bi mat —| Chinh phu

Phan 1: Téng quan

55 | TCVN 13462-2:2022 | Céng nghé thoéng tin — Cac k§| Ban Co yéu
thuat an toan — Chia sé bi mit —| Chinh phu
Phan 2: Céc co ché co ban

56 | TCVN 13720:2023 Cong nghé thong tin — Céc ky | Ban Co yéu
thuat an toan — Kiém thir c4c mo- | Chinh phu
dun mat ma trong méi trudong hoat
dong

57 | TCVN 13721:2023 | Cong nghé théng tin — Céc ky | Ban Co yeu
thuat an toan — Phuong phép kiém | Chinh phu
thr va phén tich cho céc bo tao bit
ngiu nhién trong TCVN 11295
(ISO/IEC 19790) va TCVN 8709
(ISO/IEC 15408)

58 | TCVN 13722:2023 | Cong nghé thong tin — Cac ky | Ban Co yéu
thuat an toan — Khung xéc thyc | Chinh phu

vién sinh tric st dung mé-dun an
toan phan clng sinh triac hoc
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50 | TCVN 13723-1:2023 | K§ thudt an toan cong nghé théng | Ban Co yéu |
tin — Yéu chu vé ning luc doi voi Chinh phu

kiém thr vién va danh gid vién
bao mat thong tin — Phéan 1: Gioi

thiéu, khai niém va yéu cau chung
o T TOVN 1372322023 | K thudt an toan cong nght thong | 523 Co yéu

tin — Yéu cAu vé ning luc doi voi Chinh phu
kidm thir vién va danh gid vién
bao mat thong tin — Phan 2: Yéu
ciu ve kién thtre, k¥ ndng va tinh
hidu qua ddi véi kiém thir vién
theo TCVN 11295 (ISO/IEC

o ~119790) :
61 | TCVN 13723-3:2023 | K§ thuét an toan cong ngh¢ thong | Ban Co yéu
" tin — Yéu cau v& ning luc dbi voi Chinh phu
kidm tha vién va danh gid vién
bao méat thong tin — Phan 3: Yéu
ciu vé kién thte, k§ nang va tinh
hidu qua dbi voi danh gid vién
theo TCVN 8709 (ISO/IEC
_ | 15408) |

Viét Nam 1a thanh vién cia ISO/IEC, viéc xdy dung c4c tidu chuin quéc
gia dya trén co sO chdp thuén hoan toan tuong duong cac tiéu chuén cua
[SO/IEC véi muc dich phu hop, hai hoa véi cac ticu chuén qudc té, tranh cac rao
can thuong mai, bao vé quyén loi va loi ich ctia cac doanh nghiép cung cp cling
nhu ctia nguoi st dung.

b) Ngoai nudc

Tiéu chuan hoa mat ma dugc khoi dau vao cudi nhitng nam 70 va dau
ham tAm muoi cua thé ky trude, khi cong nghé thong tin va mang may tinh ra
doi va duoc tmg dung rong rai vao cac linh vuc kinh té xa hoi. Cong nghé thong
tin dugce phat trién va Umg dung trudc hét & cac qudc gia cong nghiép tién tién
nhu M§, Canada, Nhat Ban va cac nude phuong Tay. Do do, vai tro quyét dinh
trong qué trinh hinh thanh hé théng tiéu chuin ATTT néi chung va tiéu chuén
mAt ma ndi riéng thudc vé céc to chuc tiéu chuén tai cac qudc gia nay, ndi bat 1a
Vién tiéu chudn va Cong nghé qubc gia Hoa ky NIST, Vién tiéu chudn quéc gia
Hoa ky ANSI, Vién tiéu chuin Anh BSI . Ngoai ra con ¢o maot s6 td chuc tiéu
chudn cong nghiép nhu 3GPP (Third Generation Partnership Project), ETSI
Europian Telecommunications Stanndards, IEEE( Institute of electrical and
electronic Engineer), SECG (Standards for Effcient Cryptography Group),
PKCS;) Public-Key Cryptography Standards).

Trong linh vyuc tiéu chuan ho4 néi chung va tiéu chuan hoa trong linh vuc
ky thuat mat ma néi riéng, td chtc tiéu chuan quoc té ISO ¢6 vai tro dic biét.
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Dy 1a t6 chic lién két cic nuée thanh vien va hoat dong véi muc tidu “quéc té
héa” céc tiéu chuén trén pham vi toan cau. Ngoai céc co quan chinh phu va céc
to chirc tidu chuin uy tin néu trén, mot sb t6 chirc khac nhu Cong dfing Internet
(Internet Community) da cé dong gop khong nho vao su hinh thanh h¢ théng
tidu chuén vé ATTT, déc biét 1a trong viéc x4y dung céc tiéu chuin k¥ thuat.

Nho nd lyc ciia cic té chire ké trén dén nay, hién nay, trén thé gi6i da hinh
thanh mot hé théng tiéu chuan mat ma kha d‘:i:iy du, bao quat duoc hau hét céac khia
canh cua linh vuc nay va co thé phan thanh ba loai: tiéu chuin qudc té, tiéu
chuan khu vue, tidu chudn quéc gia. Tiéu chudn quée té (do céc td chic qubc té
ISO va IEC t6 chirc xay dung va cdng bo), cac Tiéu chuin quéc gia (do Chinh
pht cdc nude cong bd) va cic Tiéu chuin clia céc to chire chuyén nganh (tuong
ung & nudce ta goi 1a ticu ;:huén co s6). Tai céc qubc gia dang phét trién, tidy
chuén quéc gia va tiéu chuin chuyén nganh phan lén duoc xay dung theo huéng
chép thuén nguyeén ven hodc tham khao céc tiéu chuin quéc té & cac nude phat
trién, nhu 1a tiéu chuan cua NIST, ANSI, BS va dic biét ctia ISO/IEC voi mot
hé thong tiéu chuén c6 anh hudng trén pham vi toan cau.

5. Ly do va muc dich x4y dung TCVN

- Tiéu chuan dép tmg nhiing muc tiéu nao sau day:

+ Thong tin, théng hidu X + Tiét kiém []
*+ An toan strc khoé méi truong [] + Gidm ching loai []
+ Déi lan kg + Cac muc dich khac |

+ Chtrc néng cong dung chét luong

- Tiéu chuén ¢6 ding dé chtng nhén khéng? X co [ 1 Khéng
- Céan cu:
+ Tiéu chuén c¢6 lién quan dén yéu cau phat trién [T1¢s X Khong

KTXH ctia Nha nuéc khong?

+ Thugc chuong trinh naoe?

+ Yéu cau hai hoa tiéu chudn (quéc t va khu [X] Co [_] Khéng
vuc):

~ A A~ A | . A
6. Nhirng van dé s& xAy dung tidu chuin

- Nhitng vén dé sé& xay dung tiéu chuan (hoic stra doi bd sung):

+ Thuét ngir va dinh nghia [] + Tiéu chuan co ban

0 X

+ Phén loai [] + Yéu cau an toan vé sinh



10

+ Ky hiéu + Yéu cau vé mdi truong

+ Thong s6 va kich thudc co ban + Liy miu o
+ Yéu cau k¥ thuat + Phuong phap thir va kiémtra [ ]

+ Bao go6i, ghi nhén, van chuyén,
bao quan

+ Tiéu chuén vé qua trinh

El o0k B =

+ Tiéu chuén vé dich vu + Céc khia canh va yéu cau khac [ ]

(ghi cu thé & dudi)
- B6 cuc, néi dung céc phan chinh ctia TCVN du kién:

G161 thiéu
1. Pham vi
2. Tai liéu vién dan
3. Thuat ngit va dinh nghia
4. Ky hiéu va thuat nglr vidt tat
5. Grain-128A

5.1. Gidi thigu vé Grain-128A

5.2. Trang thai trong

5.3. Quy trinh ma hda va tao MAC

5.4. Quy trinh giai ma va xdc thue MAC

5.5. Cac chirc ndng con
Phu luc A Dinh danh cac dbi tuong
Phu luc B Thong sb vi duy
Phu luc C Céc can nhéc vé an toan

Tai liéu tham khao
- Nhu cédu khao nghiém tiéu chuén qubc gia [ ]C6 X] Khéong
trong thyuc té:
(néu c6, ghi ro du kién néi dung can khao nghiém, quy mé, dia diém, thoi gian
khao nghiém)



|
7. Phuong thire thue hién va tai liéu 1am cin cir xay dung TCVN
- Phuong thtrc thuc hién:
+ Xay dung mai [] + Stra d6i, bd sung ]
+ Chép nhan tiéu chuin quéc & [X] -+ Thay thé L]
- Tai liéu chinh lam cén ct xdy dung TCVN (ban chup kém theo):
ISO/IEC 29192-8:2022 Information security — Lightweight cryptography —
Part 8: Authenticated encryption.
8. Kién nghi thanh Iip Ban k§ thudt (hodc Tiéu ban ky thuat)
Khoéng.
9. Co quan phoi hop
- Ban k¥ thuét tiéu chuan c6 lién quan phai lay y kién: Tiéu Ban ky thuat tiéu
chudn TCVN/ITC 1/SC 27 “Céc k¥ thuat mat ma”.
- Dy kién cac co quan, td chiic, ca nhan lay v kién gop y cho du thao:
+ Cuc Quan ly k¥ thuat nghiép vu mat ma, Ban Co yéu Chinh phu;
+ Cuc Chung thuc s6 va Bao mat théng tin, Ban Co yéu Chinh phu;
+ Vién Khoa hgc - Céng nghé Mat ma, Ban Co yéu Chinh phu;
+ Hoc vién k¥ thuit mat m4, Ban Co yéu Chinh phu;
+ Hiép hoi an toan thong tin Viét Nam (VNISA);
+ Mot sé6 Cong ty hoat dong trong linh vuc cong nghé thong tin.

10. D kién tién d¢ thuc hién

Théi gian

TT Noi dung cong viéce e g
Bat dau Két thac

1 | Bién soan du thao TCVN 5/2024 7/2024

- Thu thép tai liéu

- Dich va nghién ctru cac tai liéu chinh
lam co s& cho viéc bién soan tiéu
chuan quoc gia

- Bién soan du thédo Ban k¥ thuat

- Giri 14y v kién dir thao Ban k§ thuat

- Hop xem xét ndi dung du thao Ban
k¥ thuat
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Thoi gian
TT Noi dung cong viée = :
Bat dau Ket thac

- Bién soan du thao TCVN
2 |Léy y kién du thio TCVN 712004 8/2004
3 | Hoi nghi chuyén dé 9/2024 10/2024
, | Hoan chinh dy thao TCVN va lgp ho

so du thao TCVN 11/2024 11/2024
5 | Tham tra HO so du thao TCVN 12/2024 12/2024
6 | Gui hd so dy thao TCVN dé tham dinh 02/2025 02/2025
7 | Tham dinh dy thao TCVN 03/2025 04/2025
8 | Lap hd so TCVN trinh duyét 05/2025 05/2025
9 | Trinh duyét va cong bd 06/2025 06/2025

Ha Noi, ngay 24 thang 4 nam 2024




